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About SRIW e.V. & SCOPE Europe sprl

Self-Regulation Information Economy (German: Selbstregulierung Informationswirtschaft e.V. - short:
SRIW) is a Berlin-based non-profit-organization that fosters and promotes data and consumer protec-
tion through self- and co-regulation. SRIW is also a monitoring body for data protection codes of con-
duct in Germany since 2011 and, yet, has successfully implemented and enforced two codes of con-
duct in the field of data protection. It further serves as a platform for the development, implementa-
tion, enforcement, and evaluation of various codes of conduct. SRIW has also actively contributed to

the work of the Community of Practice for better self- and co-regulation during its mandate.

SCOPE Europe sprl / bvba (SCOPE Europe) is a subsidiary of SRIW. Located in Brussels, it aims to
continue and complement the portfolio of SRIW in Europe and strives to become an accredited mon-
itoring body under the European General Data Protection Regulation, pursuant to Article 41 GDPR.
SCOPE Europe gathered expertise in levelling industry and data subject needs and interests to credi-
ble but also rigorous provisions and controls. SCOPE Europe also acts as monitoring body for the EU
Data Protection Code of Conduct for Cloud Service Providers! and is engaged in other GDPR code of
conduct initiatives. SRIW and SCOPE Europe (the authors) appreciate the opportunity to share our
perspectives for the report on the application of the General Data Protection Regulation and, based

on our experience, the following comments are made.

https://sriw.de
https://scope-europe.eu

info@scope-europe.eu

info@sriw.de

1 https://eucoc.cloud/en/home
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1 International transfers of personal data to non-EU countries

The free flow of data across borders is a cornerstone of the globalized world economy. The GDPR
contributes for the necessity of movement of personal data globally, by introducing transfer mecha-
nisms of personal data to third countries or international organisations in Chapter V GDPR. In the
following, our feedback addresses two of these mechanisms: standard data protection clauses and

codes of conduct.

1.1 Enhancing legal certainty for third country transfers

The standard contractual clauses for third country transfers introduced under the Directive 95/46/EC
have not been updated to GDPR yet and are still in use, while currently under investigation by the
European Court of Justice (ECJ) in the so-called “Schrems II” case. An update of the clauses by intro-
ducing standard data protection clauses pursuant to Art. 46.2 (c) GDPR would create much needed
legal certainty for organisations that rely on pan-European data flows. In particular, clauses address-
ing the needs of processor-to-processor relationships are needed and currently missing, which is why
SRIW/SCOPE Europe formed a consortium of different European and international companies from
different sectors to develop key concepts that are necessary and worth considering for the overhaul
of the clauses2. For instance, a key benefit for the implementation of standard data protection clauses
should be a high-level of comprehensibility and accuracy, while avoiding redundancies or conflicts
with other mandatory components for legally processing personal data, such as the Data Processing
Agreement according to Art. 28 GDPR or the relevant technical and organizational measures. It is also
important to note that the definitions of the current set of clauses as introduced under the Directive
of data importer/exporter do not take into account a possible re-transfer of personal data into the EU

by a sub-processor - which is a common scenario in today’s processing activities of global enterprises.

Due to the high impact and complexity of this matter, the authors would appreciate the continuous
dialogue between the European Commission and industries during the revision of the standard con-
tractual clauses. As GDPR slightly modified the applicable terms, a consequent reference of standard
contractual clauses (Art. 28 GDPR) as standardised processing agreements and standard data pro-

tection clauses (Art. 46 GDPR) as safeguard for third country transfers would be appreciated.

2 The work of this industry consortium is available to the public to share perspectives on innovative concepts
for standard data protection clauses in a processor-to-processor environment: https://scope-europe.eu/en/pro-
jects/standard-data-protection-clauses
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1.2 Robust oversight with codes of conduct

Besides the mentioned standard data protection clauses, approved codes of conduct pursuant to
Art. 46.2 (e) in conjunction with Art. 40 GDPR can be a crucial, robust but innovation-friendly transfer
mechanism. Codes of conduct can be developed by industries themselves, making it possible to in-
troduce modern business practices and giving the flexibility of incorporating state-of-the-art technical
and organizational measures while meeting all legal requirements as set out in Chapter V GDPR. One
key advantage of codes of conduct is their thorough approval and oversight system: To achieve facili-
tated proof of GDPR compliance and become a safeguard for third country transfers, a code of con-
duct must be confirmed by the European Data Protection Board (EDPB) to provide appropriate safe-
guards and can be declared generally valid by the European Commission. Also, the compliance to a
code must, in addition to the general oversight by data protection authorities, be supervised by an

accredited, independent monitoring body.

The many benefits of an approved code of conduct for third country transfers make this a very attrac-
tive tool for the market and the competent authorities, that complements other existing data transfer
mechanism. The respective guidelines by the EDPB are supposed to be published later in the year,
which will be a crucial aspect for a successful and timely adoption for the first codes of conduct for
third country transfers. Given the enormous benefits and impact, the authors would welcome timely
adoptions of credible codes of conduct in this context, as these codes have the potential to ensure a
cross-border data protection framework while ensuring a rigorous oversight. At the same time, codes
of conduct for third country transfers can further contribute to the proper application of GDPR and
ensure a high level of data protection for European citizens, even when their personal data is pro-

cessed outside of the EU.

2 Codes of Conduct & Monitoring Bodies

The above mentioned sections outline the main argument to modernize standard contractual clauses
and lists the key benefits of the adoption of codes of conduct for third country transfers. In the follow-
ing, the authors want to focus more on general issues related to the implementation of codes of

conduct and monitoring bodies, not only in the context of international data transfers.

In general, Art. 40 and 41 GDPR offer the possibility to implement the legal requirements of GDPR in
a modern, innovation-enhancing way, while meeting all necessary data protection requirements. A
significant market adoption of the tool as such will be possible, depending on the first approvals of

codes of conduct in the near future. While the authors appreciate the many benefits in this context

4/11



-

SCOPE
EUROPE

given by the GDPR framework, our experience shows that particular provisions and mechanisms are

not yet clear enough to be implemented or applied.

2.1 Codes of Conduct

2.1.1 Procedural aspects

Art. 40.4 GDPR introduces the requirement that a code “shall contain mechanisms which enable the
body referred to in Article 41(1) to carry out the mandatory monitoring of compliance®. As per
Art. 41.1 GDPR, the accreditation of this body is solely performed by the competent supervisory au-
thority, unlike the approval of the code as such which, at least for all transnational codes, has to be
endorsed by the EDPB. This leads to an ambiguity as it is not clear how to draw the line between
incorporating the monitoring aspects that need to be covered in either the code (as per Art. 40 GDPR)
or the accreditation process (as per Art. 41 GDPR). This could be particularly challenging for code

owners that decide to mandate a monitoring body after developing the draft code as such.

Based on our experience, a practical solution to this is to include the general aspects how compliance
is monitored in the code but leaving detailed and particularised procedures up to the accreditation of
the monitoring body. A clarification on this aspect will surely simplify the development of codes of
conduct in the future. Also, a code of conduct initiative can lose industry support and market momen-
tum if the development is slowed down due to a search of a monitoring body during the drafting
phase. Therefore, it should be possible to only include the general concepts for monitoring into the
code, leaving the details up to accreditation of the monitoring body at a later stage. This could also
enhance a competitive market, as the code owner could - if wished - even choose from several
external monitoring bodies that raise their interest to oversee this particular code. Additionally, to the
delay of selecting a suitable monitoring body already whilst drafting, a delay could result from the
necessity of simultaneously developing detailed monitoring schemes. Though the authors recom-
mend the support of a monitoring body during the drafting of a code of conduct - as this will signifi-
cantly safeguard enforceability - the drafting of detailed monitoring schemes, including dedicated,
code-specific procedures will lead to an unnecessary back-and-forth of drafting papers and consump-

tion of resources.

Any approach distinguishing both procedures, whilst safeguarding that principles are always covered
within a code of conduct already, will also strongly support the general aim of GDPR to foster a har-
monised implementation of data protection law across the whole EU, since the accreditation of mon-
itoring bodies solely performed by competent supervisory authorities will based on guidelines subject

to the consistency mechanism within the EDPB, anyways. Especially codes of conduct applicable to
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more than one member state will keep re-iterating EDPB alignment of core principles related to mon-

itoring.

A second procedural aspect that creates some confusion in the market relates to Art. 64.3 GDPR,
stating that an opinion of the EDPB on the approval of a code of conduct “shall be adopted within
eight weeks”. It is not clear how this deadline relates to the approval procedure for codes of conduct
outlined in the EDPB Guidelines 1/20193. Concretely, a clarification could be useful how exactly this
eight week deadline is adopted and what deadlines are pending for other phases of the approval
process. Nonetheless, the authors want to highlight, that those appreciate the streamlined proce-
dures compared to those that were applicable under the Directive. Our comment is rather underpin-

ning the relevance of predictability of procedures, also regarding timelines.

2.1.2 General validity

With regard to the general validity within the European Union, legal commentaries provide multiple
interpretations of the exact implementation of Art. 40.9 GDPR. Such uncertainty can be hindering to
some organisations to develop or join a code of conduct, as some interpretations claim that general
valid codes of conduct will become mandatorily applicable to all who are within the original scope,
regardless if one has voluntarily signed-up to such code. The authors consider this interpretation as
not in line with the intention of the regulator and therefore, would welcome a clarification or amend-
ment to increase clarity on the subject of general validity. This would further contribute to the adoption

of codes of conduct in the future.

2.2 Monitoring Body
2.2.1 Mandatory obligation of monitoring and accessibility for SMEs

Art. 41.1 GDPR states that “the monitoring of compliance with a code of conduct pursuant to Article
40 may be carried out” by a monitoring body. Even though GDPR itself is clear that the oversight of a
Code of conduct by a monitoring body is mandatory - e.g. as per Art. 40.4 GDPR or in accordance
with the EDPB Guidelines 1/2019 - the use of the term “may” led to some confusion in the market

in terms of the compulsory obligation of monitoring bodies.

One argument which was put forward in this context is that the obligation to have a monitoring body

in place may overburden small and medium-sized companies (SMEs). Our experience suggests

3 Guidelines 1/2019 on Codes of Conduct and Monitoring Bodies under Regulation 2016/679: https://edpb.eu-
ropa.eu/sites/edpb/files/files/filel/edpb guidelines 201901 v2.0 codesofconduct en.pdf

Please find here our feedback to the EDPB consultation for the Guidelines 1/2019: https://scope-eu-
rope.eu/en/detail/news/scope-europe-submits-comments-on-edpb-code-of-conduct-guidelines,
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otherwise: it is not the case that the monitoring overburdens code signatories that are SMEs. GDPR
provides a sufficient degree of flexibility for the actual implementation of the monitoring, e.g. related
to the actual monitoring scheme (frequency, type and scope of assessments). One example how the
accessibility for SMEs is successfully reflected in the monitoring procedures is the EU Data Protection
Code of Conduct for Cloud Service Providers, as reduced fees for SMEs and evidence-based conform-
ity assessments make the code in particular interesting for smaller companies. At the same time, a
large number of companies adhering to a code will, based on scalability of the overhead, lead to
reduced compliance costs and thereby be a very attractive and implementable solution for SMEs,
also compared to other compliance schemes. Scalability will even multiply for external monitoring
bodies that apply for accreditation related to the monitoring of multiple codes of conduct. Also, it is
worth pointing out that SMEs face implementation costs anyway in order to comply with GDPR. And
in this context, a code of conduct - as providing particularized requirements - may help SMEs in

saving resources to analyse and develop appropriate solutions to their needs.

2.2.2 Supervisory Authorities’ competences related to the accreditation procedure

In daily operations, questions arose relating to the supervisory authority’s competence for the accred-
itation of a monitoring body. Exchanges with supervisory authorities have proven that authorities are
willing to resolve those questions pragmatically. Anyhow, to a certain extent, those solutions are prag-
matic but still flawed with uncertainties - regarding both, predictability and legal sustainability and
resistance in case decisions will be challenged. There seem to exist conflicts between business needs
of monitoring bodies, their structure and means of establishment, competencies as provided by GDPR
and limitations of national administrative law. Alongside some examples and actual current and past

discussions, the authors will illustrate those concerns.

The most essential challenge will be if and to the extent there is a split in competency. This may occur
frequently in cases where there will be an external monitoring body, a situation the authors strongly
believe will be the default in future as this allows for scalability of providing monitoring services and
thus will significantly decrease costs and eventually increase accessibility, see also 2.2.1. Also related
to internal monitoring bodies situations are possible which may result into concerns as described

above.

As an operating monitoring body for years, already under the Directive, the authors acknowledge and
support the necessity that the accrediting supervisory authority needs resilient expertise related to
the code of conduct the monitoring body applies for. Without code specific expertise - not in the
subject matter as such but specifically related to the provisions and mechanisms of a code of conduct

- it will be hardly possible to assess the appropriateness and feasibility of a monitoring body’s
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procedures. GDPR merely defines the competent supervisory authority for monitoring bodies by terri-
torial means. Consequently, EDPB’s guidelines allow for referring to the territorial competence of an
intended monitoring body as criterion to determine the competency of a supervisory authority related
to the approval of a code of conduct. Such a pragmatic approach is perfectly working at first sight; it

will not prevent future obstacles, though, in cases a code and / or monitoring body will evolve.

Code-owners may have a need to change their appointed and accredited monitoring body over time;
either by replacement or just by appointing additional monitoring bodies4. In other words, even if a
split related to competencies can be prevented, it is likely that it will happen over time. GDPR’s binary
approach regarding the supervisory authority’s competency related to the accreditation results into
challenges and concerns resulting from national administrative law requirements. At least based on
our exchange with key stakeholders there seem to be strong concerns that current requirements of
GDPR cannot be (easily) addressed with current provisions of national administrative law. Some may
even argue that member state’s administrative law requirements can only be tackled by monitoring
bodies establishing a national branch in each member state in which such monitoring body strives to
provide its services; else supervisory authorities may not be legally enabled to apply GDPR require-
ments respectively perform, legally binding, their function as accrediting body. The latter, though,

would conflict with European principles of freedom of establishment and freedom to provide services.

Consequently, it is suggested to carefully review Art. 41 GDPR regarding its provisions related to su-
pervisory authorities’ competence. Particularly, provisions related to the accreditation procedure are
of concern. As of now, the authors recommend Art. 40 GDPR as starting point for future iterations,
particularly its specific adoption of the consistency mechanism, Art. 63 GDPR. Current workarounds,
that require simultaneous approval and accreditation will be unnecessarily burdensome and inflexible

for both code-owners and monitoring bodies, see also 2.2.1.

2.2.3 Art. 41.6 (non-applicability for public authorities and bodies)

Art. 41.6 GDPR explicitly states, that “This Article shall not apply to processing carried out by public
authorities and bodies.” As Art. 40 GDPR does not provide any equivalent, there seems consensus
that also public authorities and bodies can draft codes of conduct respectively make themselves

subject to codes of conduct drafted by others.

4 EDPB guidelines explicitly state that it is possible - and even may be feasible in certain circumstances - to
have multiple monitoring bodies for one code of conduct.
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By keeping such possibilities accessible for public authorities and bodies, from our experience, GDPR
has been drafted very wisely. Public authorities and bodies are seeking guidance how to apply GDPR,
but often are - even more than industry - lacking resources to analyse and adapt processing activities,
where necessary. Worsening, public authorities and bodies cannot rely - compared to private busi-
nesses - on the same information exchange among themselves to address legal uncertainties related
to GDPR; not to mention complexities resulting from public procurement requirements. Approved com-
mon standards, therefore, seem to be desperately awaited; especially where public authorities and
bodies are acting at the intersection of public duty and private business, such as power supply, public

transport or even where data will be shared following open data principles.

Unfortunately, public authorities and bodies - at least to our experience - step back from using codes
of conduct as it is unclear how the requirements of Art. 40.4 GDPR shall be met if Art. 41 GDPR is not
applicable. This comes along with uncertainties, what is considered a public authority or body under

Art. 41.6 GDPR, as usually public agencies are listed alongside, see e.g. Art. 4.7 to 4.10 GDPR.

Whilst many questions related to Art. 40 and 41 GDPR can be resolved by supervisory authorities and
the EDPB, some questions require either clarification or amendments of the law itself. The latter
seems to apply here. Thus, to better effectuate codes of conduct and eventually increase implemen-

tation of GDPR in general the following is suggested:

m The deletion of Art.41.6 GDPR would already enable the benefits for public authorities and
bodies as described and therefore is the preferred suggestion.

m Atleast amending Art.41.6 GDPR to make it subject to the discretion of each member state if
and to which extent Art. 41.6 GDPR shall apply to public authorities or bodies. For the avoid-
ance of doubt: any approach, that results into a level playing field within Europe, is preferred;
but the authors acknowledge that this relates to aspects of highest member state’s concern,
and therefore may require individual national variations based on the same principles.

m  Member states e.g. could define additional requirements for monitoring bodies pur-
suant Art. 41 GDPR if and to the extent they will be also monitoring public authorities
or bodes (in general or related to specific authorities and bodies). This might be, that
a monitoring body needs to be (also) subject to a national supervisory authority or to
provide additional safeguards related to confidentiality; specific accreditation might
also be possible, e.g. performed competent ministries, authorities or agencies pro-
vided such accreditation will only ensure additional requirements but does not under-

mine GDPR requirements and supervisory authorities independence.
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m Limitations regarding the subject matter of a code of conduct do not appear neces-
sary, as it is a public authority’s or body’s free choice to sign a voluntary mechanism
like a code of conduct and thus is not required to make itself subject to any provisions
it considers inappropriate.

m atleast distinguish between monitoring and taking actions against public authorities and bod-
ies. Principally, there seem to be no legal reason why public authorities or bodies must not
declare themselves subject to contractual penalties. However, it is acknowledged that there
might be other reasons that interfere, e.g. raison d’état. Still, it should be up to each member
state if and to which extent monitoring bodies pursuant Art. 41 GDPR shall also be able to
take actions against public authorities or bodies. One option might be that monitoring bodies
pursuant Art. 41 GDPR are responsible for monitoring and complaint’'s management. This
may also include the final judgement whether an actual infringement took place. However,
the determination and enforcement of any action to be taken against public authorities or
bodies shall be subject to any other (public) body competent; without any further member

state law applicable, this is the supervisory authority competent.

3 Conclusion

This document outlines the perspectives of the authors with respect to the report on the application
of the General Data Protection Regulation by the European Commission. On the topic of third country
transfers of personal data, it is recommended to enhance legal certainty by introducing standard data
protection clauses, particularly for processor-to-processor relationships. Also, the advantages of ap-
proved codes of conduct for third country transfers are discussed, a framework meeting market needs

while creating benefits for competent authorities.

Regarding codes of conduct and monitoring bodies, the authors provide perspectives based on the
extensive experience gathered. Clarifications on procedural aspects and the general validity as per
Art. 40.9 GDPR would further benefit the market adoption of codes of conduct. For organizations act-
ing as monitoring bodies, it would be helpful to better understand supervisory authorities’ compe-
tences related to the accreditation procedure. Another relevant aspect to further enhance the adop-
tion of codes of conduct could be the idea of amending Art. 41.6 GDPR to ease access for public

bodies.
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Executive Summary

This feedback to the initiative “Report on the application of the General Data Protection Regula-
tion”, pursuant to Article 97 of the GDPR, outlines the perspectives of SRIW e.V. & SCOPE Europe
sprl. The authors focus mainly on the relevance of international transfers of personal data, partic-
ularly by standard data protection clauses and approved codes of conduct, and the general expe-
rience with the adoption of Art. 40, 41 GDPR.

e |t is recommended to enhance legal certainty by introducing standard data protection
clauses, particularly for processor-to-processor relationships

e |t is recommended to start enabling codes of conduct as additional safeguard for third
country transfers, as provided by GDPR.

e Regarding codes of conduct in general several needs of clarification are pinpointed and
possible adaptions and enhancements, following practical needs and experience, are sug-
gested.

e Regarding monitoring bodies in general several needs of clarification are pinpointed, with
a focus on the relationship of Art. 40 and Art. 41 GDPR, especially related to the formal

procedures of approval respectively accreditation.

selbstregulierung SCOPE
informationswirtschaft eV. EUROPE

About SRIW e.V. & SCOPE Europe sprl

Self-Regulation Information Economy (German: Selbstregulierung Informationswirtschaft e.V. - short: SRIW) is a Berlin-based non-profit-
organization that fosters and promotes data and consumer protection through self- and co-regulation. SRIW is also a monitoring body for
data protection codes of conduct in Germany since 2011 and, yet, has successfully implemented and enforced two codes of conduct in the
field of data protection. It further serves as a platform for the development, implementation, enforcement, and evaluation of various codes

of conduct. SRIW has also actively contributed to the work of the Community of Practice for better self- and co-regulation during its mandate.

SCOPE Europe sprl / bvba (SCOPE Europe) is a subsidiary of SRIW. Located in Brussels, it aims to continue and complement the portfolio of
SRIW in Europe and strives to become an accredited monitoring body under the European General Data Protection Regulation, pursuant to
Article 41 GDPR. SCOPE Europe gathered expertise in levelling industry and data subject needs and interests to credible but also rigorous
provisions and controls. SCOPE Europe also acts as monitoring body for the EU Data Protection Code of Conduct for Cloud Service Providers

and is engaged in other GDPR code of conduct initiatives.
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